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Sun Tzu:
‘If you know yourself
but not the enemy, 

for every victory gained 
you will also suffer a defeat.’

Mahatma Gandhi:
‘It is unwise to be too sure of one's own wisdom. 

It is healthy to be reminded 
that the strongest might weaken 

and the wisest might err.’

To paraphrase:
Think like your enemy.  

Do not accept the obvious or the assumed.

DO NOT TRY THIS AT HOME or WORK!
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The Internet is not a safe place

Electronic attacks spiralling out of control 

A sudden increase in a particularly dangerous DDoS. . . 
could portend big trouble . . . .

Security
 Experts Warn of Devastating Web Attack 

A new kind of denial-of-service
attack has emerged . . .
devastating effect . . .
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The Challenges
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So, you think you know 
how to use the Internet, eh?
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CHARLOTTE, N.C. (AP) , Estados Unidos (24 may 2005) - More than 
100,000 customers of Wachovia Corp. and Bank of America Corp. have 
been notified that their financial records may have been stolen by bank 
employees and sold to collection agencies. In all, nearly 700,000 
customers of four banks may be affected, according to police in 
Hackensack, N.J., where the investigation was centered. 
So far, Bank of America has alerted about 60,000 customers whose
names were included on computer disks discovered by police, bank
spokeswoman Alex Liftman said Monday.
“We are trying to communicate with our customers as promptly as 
possible,” she said. “So far, we have no evidence that any of our 
customer information has been used for account fraud or identity theft.”

http://www.msnbc.msn.com/id/7954620/

Bank data theft could hit nearly 700,000
Customers' financial records stolen by employees

Information stolen
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Information stolen

http://www.computerworld.com/printthis/2005/0,4814,102631,00.html



Hacking Step by Step

Step 1. Reconnaissance
Step 2. Scanning
Step 3. Exploit Systems
Step 4. Keeping Access (Not cover here)
Step 5. Covering The Tracks (Not cover here)
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Step 1. Reconnaissance…. Why?

ANATOMY OF A REAL-WORLD ATTACK

A target server is attacked and compromised

The acquired server is used as vantage point
to penetrate the corporate net

Further attacks are performed as an internal user

External 
attacker’s system

5 P’s
• Probe
• Penetrate
• Persist
• Propagate
• Paralyze

Internet

Base camp

A sophisticated real-world attacker will leverage trust 
relationships to gain access to more valuable information assets.
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Step 2. Scanning
>Network Mapping

•Attackers need to understand topology of target 
network
•Internal network (with access from modem or WLAN AP) 
• Internet connectivity

•Cheops-ng
•GUI for network discovery
•Port scanning
•OS fingerprinting

•Port Scanning with NMAP
•Ping Sweeps
•Send packets to ports to see                                    
what’s listening

ng-Cheops
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Step 2. Scanning
>Network Mapping continued

•Vulnerability Scanning
• Map a network
• Scan for ports
• Find vulnerabilities
• Test against a list of exploits

•Nessus is the most popular/free      
scanner
• Windows client is called NeWt

•Web Server Scanner
• Looks for default material and well-known 
problems

• Nikto – over 2500 dangerous CGI/ASP/JSP 
etc
• Autoupdate
• Supports webauth and can guess 
passwords

• extensible
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ATTACK #1
Exploit Application 
Vulnerabilities

> Vulnerabilities
• Internal and External 

Attacker
• Data Theft
• Graffiti
• Loss of Brand 

Recognition
• Loss of Downtime 

Revenue

> Scripts, Buffer Overflow, 
Scanners

ATTACK

Scan for
vulnerabilities

WAN

Switch
Firewall
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Scanning…. Why?
Each IP address has 65536 ports

> Straight IP address            
scanning to find what       
service is behind the IP 
address
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What do hackers do 
with the collected Info?
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Hacker Help…

Telnet to a WEB Server 

and 

determine which WEB Server is running?
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Very Simple way of finding the 
type of web server: 
Telnet to the web server on the port that it supplies HTTP ie. Port 80 or 8080:

Once you have connected type-
get  and press enter a couple of times
Result will be:
HTTP/1.0 404 Not Found
Date: Saturday, 12-Jun-04 05:09:23 GMT
Server: SAMBAR 4.1
MIME-version: 1.0
Content-type: text/html
<HTML>
<HEAD>
<TITLE>Not Found</TITLE>
</HEAD>
<BODY BGCOLOR="#FFFFFF">
<h1>Not Found</h1>
<P>
The object requested could not be found on the server.
</BODY>
</HTML>
Connection to host lost.
C:\windows\system32>

Sambar server version 4.1.  
Once you know this you can look up 
the vulnerabilities
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Web Site Exploits – CGI Script Abuse
Over 2,272 vulnerabilities listed at the specified URL
www.securityspace.com/smysecure/catdescr.html?cat=CGI+abuses

Port 80 – WWW is our friend?!
CGI can be a great servant, 
but a terrible master…

CGI and Web service can 
run on ANY port.

http://www.company.com/cgi-bin/phf/?&Qalias=x%0arm –r /
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STEP 3. EXPLOIT SYSTEMS

What are the chances that a Mexican
Newspaper has exactly this vulnerability?
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Step 3. Exploit CGI- Specific example
> Use CGI vulnerability in Sambar Web server 

to create a user with Administrator access

List users on server

John

Users on the webserver

User “John” with PW “test” created
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Step 3. CGI-Scripting Attack: Results
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ATTACK & DEFEND
Exploit Application 
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> Vulnerabilities
ATTACK

Core Network Security
Perimeter Security
Secure Communications
Endpoint Security

Scan for
vulnerabilities

Threat
Protection
System

Intrusion
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> Interoperable Solution 
working together to 
Increase Perimeter & 
Core Network Security

• Threath Protection 
System

• Nortel Switch Firewall

DEFEND
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Intelligent Peer 2 Peer Application 
Management

> Customer Challenges
> More than 60% of the Internet traffic is Peer-to-Peer (P2P) traffic (KaZaA, 

KaZaA v2, eDonkey, Morpheus, iMesh, etc.) [NetworkWorld 7/03]

> New P2P protocols use dynamic port hopping, evading standard ACL rate 
limiting & first generation BWM

> University, cable MSO, and ISPs see  serious QoS and financial impacts.


